
Support  your CyberEssent ials Plus 
cert ificat ion  w ith  Traced on  m ob ile devices

Sub -cat eg ory No. Cyber Essen t ials quest ion How  Trust d  helps

Scope of  
assessm en t

A2.1 Does the scope of th is 
assessm ent  cover your w hole 
organ isat ion? Please note: Your 
organ isat ion  is on ly elig ib le for 
free Cyber Insurance if your 
assessm ent  covers your w hole 
com pany, if you answ er "No" to 
th is quest ion  you w ill not  be 
invited  to app ly for insurance.

Visib il it y : Trustd  enab les you to 
ensure that  both  BYOD and 
com pany-ow ned devices are 
com plian t . (Note that  if you have 
an  EMM or MDM (e.g . M ircosoft  
In tune or SOTI) it  m ay on ly cover 
com pany-ow ned).

A2.6 Please list the quantities of 

tablets and mobile devices within 

the scope of this   assessment.

Please Note: You must include 

make and operating system 

versions for all  devices. All user 

devices declared within the scope of 

the certification only  require the 

make and operating system to be 

listed. 

Visib il it y : By connect ing  the 
Trustd  app  w ith  the Trustd  
console, you gain  visib ilit y of 
each device m ake and OS 
version  that  is used  for w ork (and  
therefore w ith in  scope). Trustd  
also enab les zero-t rust  rest rict ion  
to com pany data. Th is m eans 
that  shadow  IT becom es visib le 
as Trustd  validates com pliance of 
devices before g ran t ing  access to 
com pany data.

Secure 
con f ig u rat ion

A5.9 W hen a device requ ires a user to 
be p resent , do you set  a locking  
m echan ism  on your devices to 
access the softw are and  services 
installed?

Device locking  m echan ism s such 
as b iom et ric, passw ord  or PIN, 
need to be enab led  to p revent  
unauthorised  access to devices 
accessing  organ isat ional data or 
services.

Passcode en forcem en t : The 
Trustd  app  for Android  and  iOS 
devices is detects if a locking  
m echan ism  is set . If no locking  
m echan ism  is detected , the user 
and  IT adm ins are alerted . The 
user is then gu ided  to set  a 
locking  m echan ism  and their 
access to com pany data is 
autom at ically revoked from  
m ob ile devices un t il a locking  
m echan ism  is detected .
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Pat ches and  
updat es

A6.1 Are all operat ing  system s and 
firm w are on  your devices 
supported  by a vendor that  
p roduces regu lar fixes for any 
security p rob lem s?

Out -of-Dat e, Unsuppor t ed , Root ed  
(And roid ) or Jailb roken  (iOS) OS 
det ect ion :  On Android , Trustd  
h igh ligh ts devices w ith  security 
patch  levels >6 m onths out  of date. 
On iOS, Trustd  h igh ligh ts devices 
w ith  patch  levels >14 days out  of 
date. Trustd  detects iOS devices and  
iOS/Android  versions w h ich  are not  
supported .
High-risk device statuses can be 
used w ith  Trustd 's zero-t rust  
cond it ional access to rest rict  access 
to organ isat ional data from  
vu lnerab le, com prom ised and 
unsupported  softw are.

A6.3 Is all softw are licensed in  
accordance w ith  the 
pub lisher?s recom m endat ions?

Root  (And roid ) /  Jailb reak  
det ect ion  (iOS): Both  Goog le and  
App le st rong ly advise against  
root ing /jailb reaking  devices. Trustd  
detects if a device has been rooted  
or jailb roken.

A6.4 Are all h igh-risk or crit ical 
security updates for operat ing  
system s and firm w are installed  
w ith in  14 days of release? 

Out -of-Dat e OS det ect ion : On 
Android , Trustd  h igh ligh ts devices 
w ith  security patch  levels >6 
m onths out  of date. On iOS, Trustd  
h igh ligh ts devices w ith  patch  levels 
>14 days out  of date.
Root  (And roid ) /  Jailb reak  
det ect ion  (iOS): Both  Goog le and  
App le st rong ly advise against  
root ing /jailb reaking  devices. Trustd  
detects if a device has been rooted  
or jailb roken. 
High-risk device statuses can be 
used w ith  Trustd 's zero-t rust  
cond it ional access to rest rict  access 
to organ isat ional data from  
vu lnerab le, com prom ised and 
unsupported  softw are. 

Malw are 
p rot ect ion

A8.1 Are all of your desktop  
com puters, lap tops, tab lets and  
m ob ile phones p rotected  from  
m alw are by either: 
A - Having  an t i-m alw are 
softw are installed
and/or
B - Lim it ing  installat ion  of 
app licat ions by app licat ion  
allow  list ing  (For exam ple, 
using  an  app store and  a list  of 
approved app licat ions, using  a 
Mob ile Device Managem ent  
(MDM solu t ion)) 
or
C - None of the above, p lease 
describe
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A8.2 If Opt ion  A has been selected : 
W here you have an t i-m alw are 
softw are installed , is it  set  to 
update in  line w ith  the vendor's 
gu idelines and  prevent  m alw are 
from  runn ing  on  detect ion?

AI-pow ered  an t i-m alw are 
(And roid  on ly): The Trustd  app's 
Android  m alw are app  eng ine 
scans apps at  poin t  of install and  
alert s users to un install 
im m ed iately if m alicious. The 
m alicious signatures and  Deep 
Learn ing  m odel are checked for 
updates daily.

A8.3 If Opt ion  A has been selected : 
W here you have an t i-m alw are 
softw are installed , is it  set  to scan 
w eb pages you visit  and  w arn  
you about  accessing  m alicious 
w ebsites?

AI-pow ered  an t i-ph ish ing  (iOS 
and  And roid ): The Trustd  app's 
Android  m alicious w ebsite 
p rotect ion  scans w eb links and  
perform s realt im e cloud  lookups 
to detect  m alicious conten t . The 
Trustd  On-device VPN for 
Android  and  iOS detects and  
b locks know n m alicious w ebsites 
w h ilst  b row sing  the w eb. Both  
know n m alicious signatures and  
the Deep Learn ing  m odels are 
checked for updates daily.

A8.4 If Opt ion  B has been selected : 
W here you use an  app -store or 
app licat ion  sign ing , are users 
rest ricted  from  installing  
unsigned app licat ions? 

Root  det ect ion  (And roid ) /  
Jailb reak  det ect ion  (iOS): As 
unsigned apps can usually on ly 
be installed  on  rooted  or 
jailb roken devices, Trustd  detects 
if t he device has been rooted  or 
jailb roken.  

A8.5 If Opt ion  B has been selected : 
W here you use an  app -store or 
app licat ion  sign ing , do you 
ensure that  users on ly install 
app licat ions that  have been 
approved by your organ isat ion  
and  do you m ain tain  th is list  of 
approved app licat ions?

An t i-m alw are (And roid ): The 
AI-pow ered  m alw are detect ion  
eng ine ident ifies h igh  risk apps. 
You shou ld  use th is in  
con junct ion  w ith  good security 
policy, p rocesses and t rain ing  
around m ob ile app  safety.

We designed Trustd MTD to m ake it  easy for  businesses to protect  their 
m obile devices from  at tack. We're Cyber Essent ials cert ified ourselves, so 
we know  that  by using the Trustd MTD console and deploying the 
Trustd m obile security app on your em ployees' iOS and Android phones 
and tab lets, you can t ick off these requirem ents.   

Talk to us and we'll help  get  you set  up and running quickly, and can 
even put  you in  touch w ith a Cyber Essent ials advisor w ho can answer 
other quest ions you m ight  have about  your business' security 
operat ions.

from  t raced
t rustd  m td
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