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W ITH A PHISH...
Bust ing  com m on m yt hs 
around  m ob ile ph ish ing
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W hy m ob ile is t h e best  
p lace t o g o ph ish in g

With em ployees increasing ly relying  on 

personal devices for work, m obile threats are 

no longer a danger to an ind ividual device, but  

a danger to your business.

Mobile phones are often a gateway to m ult ip le 

business system s  includ ing  em ail, and 

num erous Cloud-based apps and services ?  

as well as  m ult ip le personal m essag ing  apps.

Those m essag ing  apps m ake sm artphones a 

prim e target  for ph ish ing . And m ost  m obile 

ph ish ing  at tacks avoid  em ail, so t rad it ional 

em ail-based f iltering  can 't  stop them . 

Lookout  saw  a 364% increase in  the num ber 

of m ob ile ph ish ing  at tem pts in  2020 vs 2019, 

and  research also show s that  enterprise users 

are m uch m ore likely to fall for a ph ish ing  

at tack if it  arrives on their m obile device. 

W hatever your m obility st rategy, or your sp lit  

between Apple and Android , ph ish ing  is the 

b iggest  m obile-borne threat  to your data. 
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Phishing is the m ost com m on 
type of cybersecurity breach

GOV.UK, Cyber Security breaches survey 2020



Phish ing  has persisted because it  is cheap, 

effect ive, and versat ile: It  can be used at  

scale, in  m assive em ail or SMS cam paigns, or 

in  targeted at tacks against  specif ic 

ind ividuals. 

Ph ish ing  is often the f irst  step in  an at tack 

against  an organ isat ion. Crim inals  use it  to 

steal passwords they can use to access 

in ternal business system s, or to gain  personal 

in form at ion that  can later facilitate a 

successfu l spear-ph ish ing  at tack. 

Th e f irst  

l ink  in  t h e 

chain  of  

at t ack  

Mayh em  an d  m alw are
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A successfu l ph ish ing  at tack can lead to:  

- Unat horised  access to data and crit ical 

business system s,

- Malw are such as spyware, keyloggers or 

banking  t rojans, 

- Ransom w are that  encrypts f iles and 

dem ands paym ent  to decrypt  them , 

- Social eng ineering  that  can result  in  

huge f inancial t ransfers, and u lt im ately, to 

- dat a loss, f ines and  loss of reput at ion .

66% of UK organisations suffered a  
successful phishing attack in 2020

 2021 State of the Phish, ProofPoint
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Th e Mob ile Ph ish in g  Kil lchain
It  starts w ith  a ph ish
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There are 4 m yths that  could  account  for w hy 

organ isat ions fail to priorit ise m obile ph ish ing  protect ion. 

Fundam entally, m ost  businesses do not  have adequate 

protect ion in  p lace, and the dangers of m obile ph ish ing  

are just  not  very well understood - w ith  m any 

organ isat ions p laying  catch-up w hen it  com es to 

securing  m obile endpoin ts. 

Let 's de-bunk  som e com m on m yt hs 

around  m ob ile ph ish ing  

If  m ob ile ph ish in g  can  lead  t o 
so m any dat a d isast ers, w hy 
aren 't  busin esses doin g  m ore 
t o g uard  ag ainst  i t ?
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W hile it 's t rue that  good em ail f ilters can protect  em ployees to som e 

extent , especially if they use corporate em ail on their m obile devices, 

it  certain ly doesn 't  p rotect  them  f rom  the m ajority of m obile ph ish ing  

at tacks. In  fact , SMS-based ph ish ing  (sm ish ing) has sky-rocketed. 

In  2020, the Bank  of Ireland  

w as forced  to pay ou t  

? 800,000 to over 300 bank 

custom ers w ho gave their 

in form at ion away in  a sing le 

sm ish ing  scam .

Mob ile Ph ish in g  My t h  # 1

"Our em a il f il ters w ill keep 
em ployees sa fe." 

Your DPD package 
has an unpaid 
shipping fee. Pay 
this NOW at 
pay-delivery. com

Text Message
Today 13:33

Text Message
Today 13:33

Phish ing  websites or 
credent ial-stealing  m alware 
can be sent  th rough SMS, 
social m edia, chat  and 
m essag ing  services, 
com prom ised apps, and 
even advert ising  networks 
like Goog le.
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Sm ishing increased by nearly 700% in the 
first six m onths of 2021 com pared to the 
second half of 2020. 
Proofpoint's reported scam  data , 2021

HSBC: You've added 
a new payee. If this 
was not you, review 
securely here   
HSBC_review. com



Mob ile Ph ish in g  My t h  # 2

"Our MDM protects us 
a ga inst  phishing." 

MDM d oesn ?t  d et ec t  ? i t  m an ag es. 

Enterp rise Mob ilit y Managem ent  or Mob ile Device 

Managem ent  solut ions are designed specif ically for 

m anaging m obile devices. 

As part  of m anag ing  your organ isat ion?s devices, it  

can dep loy policies, apps, and conf igurat ion to them . 

W hat  these solu t ions don 't  do is provide any threat  

detect ion, analysis or rem ediat ion capab ilit ies out  of 

the box. 

So your MDM, MAM or EMM can?t  b lock  ph ish ing  

links or spot  m alw are.

Here's an 

exam ple of how  a 

popular EMM, 

Microsoft  In tune, 

f it s in  w ith  MTD
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Mob ile ph ish ing  is an  OS-agnost ic p rob lem . 

In  fact , m ore ph ish ing  at tacks take p lace on  iOS than 

on  Android  devices. 

Because ph ish ing  links can  com e via m any d ifferen t  

m ethods - text  m essage, em ail, W hatsApp 

m essages, social posts, apps... t here is very lit t le your 

phone's security set t ings can  do to p rotect  you f rom  

at tack. Ph ish ing  links look just  like any other link on  

the face of it , and  the w eb page they open can be 

innocuous enough. 

Mob ile Ph ish in g  My t h  # 3

"My phone's buil t -in security is 
enough to protect  m e." 

63% of phishing attacks 
take place on iOS devices, 
not Android.
Mobile Phishing Report, Wandera, 2018

You g ive your personal in form at ion  aw ay on  that  

w eb page and that  data is sen t  to an  at tacker - and  

there are no consisten t  clues that  tell your phone, 

"this is a  phishing link."

8



Mob ile Ph ish in g  My t h  # 4

"Mobile phishing isn't  a  business 
issue, it 's a  persona l one." 

Cybercrim inals use ph ish ing  to 

steal credent ials, d rop m alware 

and gain  unauthorised access. 

W hether those ph ish ing  at tacks 

are sent  via m obile-on ly m ethods 

(such as SMS or W hatsApp), or by 

t rad it ionally desktop-focused 

m ethods (like em ail or social 

m edia) they have the sam e 

outcom e. 

Even organisations who have 
splashed out on corporate 
phones for em ployee use aren't 
im m une. 

The fact  is that  we are all 

vu lnerab le to falling  for a ph ish 

and it  puts both  our personal and 

business data at  risk.

Malware that  spreads via SMS has 

the potent ial to send thousands 

of text  m essages per day f rom  

in fected devices and racking  up 

eye-watering  b ills. 

At tackers could  land them selves 

a set  of bank credent ials for a 

com pany  account , or log in  

details for business p lat form s like 

Off ice 365 or Goog le Workspace.

Th is could  also be used for 

W haling  w ith in  an organ isat ion 

through BEC or W hatsApp by 

m asquerad ing  as the CEO.

Banking  Trojans like Trickbot , 

Eventbot  and Anubis are spread 

via m obile ph ish ing  and could  be 

used drop ransom ware on the 

network. 

Trickbot, as an exam ple, gathers 
users' m obile num bers to 
contact and dupe them  into 
insta lling a  m alware Android 
app that stea ls their 2FA tokens. 

So even if you 've set  up 2FA on 

business system s, your 

em ployees' phones can pass 

codes over to an at tacker.  
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It 's hard  t o spot  a ph ish , so 

hum ans an d  robot s n eed  

t o w ork  t og et h er

W hen ph ish ing  happens on a m obile phone, it  can be a 

lot  harder to spot . Although hum ans are cleverly w ired to 

detect  that  "f ishy" sm ell (pun in tended)...

Is that person being too pushy? 

Was I expecting that m essage? 

Would that com pany rea lly ask m e for that sort of 
personal inform ation? 

Coach ing  staff on how  to spot  

suspect  em ails is very usefu l w hen 

app lied  to desktops. Unfortunately, 

the sam e st rateg ies don?t  app ly to 

m obiles so it?s im portant  to update 

your ph ish ing  t rain ing  to encom pass 

m obile ph ish ing .

It  g ives us an edge over technology, it 's actually really hard  

to spot  a ph ish on a m obile phone. W hy?

- It  catches you off-guard  w hen you?re d ist racted.

- It  arrives on t iny screens. 

- It  targets devices that  aren?t  protected by your 

com pany network.
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6.95 m illion new 
phishing and scam  
pages were created 
in 2020.
The State of Phishing and Online 
Fraud 2021, Bolster
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Note the brow ser 

bar. The ph ish (on 

the right ) obscures 

the URL w ith  a 

m essage, sim ilar to 

the one the real 

Microsoft  page has.

Com bin ing  user educat ion w ith  an on-device, 

AI-powered ph ish ing  detect ion eng ine like Traced 's is 

crucial. The threat  eng ine spots the repeat ing  

characterist ics of a ph ish, b locking  m alicious content  

before it  opens on the device, even if the user clicks the 

ph ish ing  link.  Th is advanced ant i-ph ish ing  technology 

m eans that  even never-seen-before ph ish ing  links can 

be ident if ied , instead of relying  solely on out -dated lists 

of know n ph ish ing  URLs. 

  

Phishers a re increasingly 
using techniques w hich a re 
better suited for ta rgeting 
m obile users, as m obile users 

have few er tools a t  their 
disposa l to identify phishing 
links and a re m ore likely to 
click on them .

111111

"Microsoft" accounted for 29% of a ll 
phishing attacks globally in Q3/21  

Brand Phishing Report Q3/21, Check Point



We expect  to see an increase in  target ted ph ish ing  as 

crim inals at tem pt  to evade ph ish ing  detect ion m odels 

and chase the large payouts f rom  ransom ware, rather 

than lots of sm all f inancial w ins f rom  m ass em ail 

ph ish ing . 

Along  these lines, m obile ph ish ing  in  all it s form s w ill 

becom e a g reater concern for businesses, as at tackers 

exp loit  the various ways that  m ake ph ish ing  harder to 

spot  on m obile devices. As business data is increasing ly 

stored and accessed f rom  m obile devices, it  m akes 

em ployees a m ore desirab le target  for ph ishers, and 

at tacks w ill evolve to be m ore 

soph ist icated, m ore prolif ic and 

m ore effect ive. 

AI-d riven  an t i-ph ish ing   

on  m ob ile devices 

learns to spot  new  

ph ish ing  links to keep 

up  w ith  evolving  

at tacks, bu t  user 

educat ion  needs to go 

hand-in -g love w ith  on- 

device p rotect ion .

Attackers will chase the large payouts 
they can score from  ransom ware, using 
the intelligence they gather from  m ass 
phishing cam paigns.  

Th e fu t u re of  ph ish in g
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Traced 's g roundbreaking  Mobile Threat  Defence 

solu t ion, Trustd , puts em ployee privacy f irst , w h ile 

protect ing  businesses against  m obile-borne threats 

such as ph ish ing , com prom ised WiFi and m alware.

Find  out  m ore at  h t t ps://t raced .app

Abou t  Traced

© 2021 Traced Ltd . All righ ts reserved . 
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