
YOU ARE A VALUABLE TARGET FOR CYBERCRIMINALS

Unauthorised 
access 

16.9%
Brute force 
3.4%

Phishing 
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Ransom ware 
33.9%

Other cyber 
incident 
3.4%

Types of cyber incidents reported to the ICO 
from  organisations in Q2, FY20-21

Challenge: Protect ing  against  
evolving  cyberth reats

Ph ish in g  at t ack s an d  ransom w are are p rim e 
causes of data loss. The vast  am ount  of sensit ive 
PII you hold  m akes every em ployee a valuab le 
target  for cybercrim inals. Hum ans are the 
w eakest  link in  the security chain , and  desp ite 
regu lar em ployee t rain ing , em ployees regu larly 
fall for scam s, click links to m alicious w ebsites, 
connect  to com prom ised WiFi netw orks, or install 
dangerous apps. You need to ensure every device 
is p rotected , includ ing  m ob iles and  tab lets w here 
sm all screens and d ist ract ions often  cause 
security slip  ups. 

The Trustd  app  uses our dynam ic AI m odel, 
learn ing  f rom  hundreds of thousands of sam ple 
m alw are, m alicious w ebsites, ph ish ing  iden t if iers 
and  app behaviours to p rotect  devices against  
know n and brand new  th reats. The Trustd  MTD 
p lat form  g ives your team  a sing le-pane-of-g lass 
view  of incom ing  th reats and  w hether the user 
has resolved  them .

As an  organ isat ion  you are a gatew ay to vast  am ounts of sensit ive PII (Personally Iden t if iab le 
In form at ion), m aking  your em ployees a h igh ly at t ract ive target  to at tackers. The challenge for 
organ isat ions is how  to ensure that  every endpoin t  is secure, that  you have a view  over the 
com pliance status of your en t ire m ob ile w orkforce, w ithout  invad ing  em ployee privacy. 

How  to overcom e it

How  MTD solves t he challenges of BYOD



using unsecured Wi-Fi to access 
business resources

HOW  DOES DATA BECOME COMPROMISED? 

App  t h reat s

- Malware apps
- Know n and unknow n threats
- Screen record ing
- Leaky apps
- Cam era/Microphone access
- App perm ission abuse

Netw ork  t h reat s

- Man-in -the-Midd le at tacks
- Ph ish ing
- Malicious scrip ts
- Malicious proxies
- Unsecured WiFi
- Weak WiFi security

Device t h reat s
- OS exp loits
- Vu lnerab le conf igurat ion

em ployees using their own devices 
to access corporate data  

Reg u lat ory com p lian ce is m andatory and  
keep ing  up  w ith  chang ing  policies and  new  w ays 
of w orking  is a d iff icu lt  and  thankless task. To 
m eet  the gu idance of GDPR, PCI-DSS, the FCA, 
and  other standards, you need to dem onst rate 
appropriate security m easures across your 
organ isat ion , p rotect ing  every endpoin t  and  
netw ork. W ith  m ore em ployees w orking  f rom  
hom e, outside your netw ork perim eter, and  using  
shadow  devices to access sensit ive PII t hat  you 
are responsib le for, it ?s m ore im portan t  than  ever 
to ensure there is an  add it ional layer of security 
on  em ployee m ob ile phones and tab lets. 

W ith  Trustd  Mob ile Threat  Defence you are 
ensuring  that  both  com pany- and  
personally-ow ned m ob ile devices are p rotected  
against  data loss and  theft , sign if ican t ly reducing  
the risk of f inancial and  reputat ional dam age.   
The Trustd  MTD dashboard  enab les you to see at  
a g lance w h ich  devices are out  of com pliance, so 
you can take im m ediate steps to rem edy it . 
Trustd  supports a Zero-Trust  st rategy too, by 
rest rict ing  access to com pany data f rom  
unt rusted  devices, w hether they're m anaged by a 
MDM/MAM or unm anaged. 

em ployees using unauthorized 
apps to access corporate data

A survey of CISOs asked the question: 
W hat are your top IT security challenges? Challenge: Ensuring  

com pliance across the business

How  to overcom e it

Ivanti, EMEA CISO Survey: How the pandem ic has shifted 
CISO priorities, 2021



t rustd  m td

Challenge: Fu ll, f rict ion less 
em ployee adopt ion

Trustd  respect s em p loyee p rivacy 

Your business rem ains protected 
against m obile threats without 

tracking em ployees. Web 
browsing, photos, videos, ca lls, 
contact, em ails and m essages 

stay com pletely private.

Em p loyees w an t  t o be p roduct ive at  w ork, and  
that  m eans that  the d ist inct ion  betw een 
designated  personal and  w ork devices has becom e 
b lurred . BYOD st rateg ies are g reat  for eff iciency and  
product ivity, bu t  com e w ith  sign if ican t  challenges 
for the security team . Staff w ill f ind  their ideal w ay of 
w orking , so instead  of t rying  to stop  them , pave the 
cow -paths and  m ake it  easy to use personal devices 
at  w ork, w h ile feeling  reassured  that  their p rivate 
lives are just  that  - p rivate.  

The un ique advantage of Trustd  is the ab ilit y to 
dep loy as a standalone MTD or in teg rate w ith  an  
MDM such as Microsoft  In tune if you have it  - perfect  
if you on ly m anage the devices of a port ion  of your 
w orkforce. Ensure com pany-w ide p rotect ion  w ith  
zero-touch dep loym ent  and  one-touch p rotect ion  
w hen you layer Trustd  MTD on top  of an  MDM. 

The app is in tu it ive and  ligh tw eigh t  - and  m ost  
im portan t ly, em ployee privacy is at  the heart  of 
Trustd  w ith  an  op t ional Personal Privacy Mode. And 
if t h is isn?t  enough to st im ulate fu ll em p loyee 
adopt ion , you can see at  a g lance if any devices have 
not  yet  been enrolled  in to the console or if t hey?ve 
not  been set  up  correct ly. Peace of m ind  for you, 
know ing  your en t ire organ isat ion  is p rotected . 

How  to overcom e it
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- See w hich  devices are enrolled  and protected
- Com ply w ith  data protect ion  regulat ions
- High-level view  ensures em ployee privacy
- Ident ify th reats and rem ediate st raigh t  away
- Support  your Zero-Trust  st rategy 

A robust , low -cost  MTD t o g uard  ag ainst  dat a 
loss an d  reg u lat ory f in es.
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