
A New  Breed of 
Mob ile Security for 
the Legal Sector

Secure every em ployee phone and tablet 
without com prom ising privacy. 

YOU ARE A VALUABLE TARGET FOR CYBERCRIMINALS

You are a gatew ay to vast  am ounts of con f iden t ial clien t  
in form at ion  and  f inancial t ransact ions, m aking  your em ployees 
a h igh ly at t ract ive target  to at tackers. 

But  balancing  security w ith  p roduct ivity is no easy task, 
part icu larly w hen those em ployees also dem and their p rivacy. 
It 's vital t hat  you ensure regu latory com pliance across your 
en t ire organ isat ion , and  can dem onst rate appropriate security 
m easures w hen it  com es to securing  every device in  your 
organ isat ion . 

Rem ote w orking  and a m erg ing  of w ork and  personal act ivity 
on  the sam e device m eans IT team s are st rugg ling  to keep 
t rack of devices and  dep loy budget  appropriately, w h ile 
m ob ile-borne cyberat tacks are increasing .

The need for everyone to remain 
cybercrime vigilant has never been 

higher. Law firms should make sure 
that they have effective cyber 
security policies in place, and, 

crucially, that everyone in the firm 
understands and follows these 

day-to-day.

Paul Ph ilip , SRA Ch ief Execut ive1

- Ph ish ing , m alicious or spoof w ebsites
- Malicious or com prom ised apps 
- Misconf igured  or unpatched devices
- Unsecured  and in tercep ted  WiFi netw orks

W HERE DO MOBILE THREATS COME FROM?

In the first half of 2020, nearly 
£2.5m of money held by law firms 
had been stolen by cybercriminals.2

One law firm lost £150,000 worth 
of billable hours after an attack.3    

It  m akes sense that  the cost  of p revent ing  cyberat tacks is m uch 
low er than  the cost  - not  to m ent ion  the reputat ional dam age - 
of a successfu l at tack. As w ell as being  a regu latory 
requ irem ent , it  t herefore m akes good business sense to p rotect  
your ow n and your clien ts' data and  m oney.  

1 SRA, Greater than  ever need for law  f irm s to rem ain  cybersecure, 2020

2 SRA, In form at ion  and  Cybersecurity, Nov 2020

3 SRA, Cybercrim e them at ic review  Press Release, 2 Septem ber 2020
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Unlike other m ob ile th reat  defence solu t ions, Trustd  com bines 
AI-pow ered  m ob ile p rotect ion  technolog ies, st raigh t forw ard  
user gu idance and accessib le p ricing  to p rotect  organ isat ions 
against  m ob ile m alw are, ph ish ing  and data theft  on  both  
BYOD and COPE/COBO devices.

It  can  support  Cyber Essent ials, com pliance w ith  SRA, PCI-DSS 
and GDPR gu idelines, and  en force your duty of con f iden t ialit y. 
Enab le your Zero-Trust  m ob ile st rategy by rest rict ing  access to 
com pany data f rom  unt rusted  devices, w hether they're 
m anaged by an  MDM/MAM or unm anaged. 

DYNAMIC, PRIVACY-FIRST DEFENCE 

- See w h ich  devices are enrolled  and  protected
- Com ply w ith  data p rotect ion  regu lat ions
- Standalone or use w ith  an  MDM/EMM
- Ident ify th reats and  rem ed iate st raigh t  aw ay
- Zero-touch dep loym ent  and  one-touch enrolm ent
- Protect  em ployee privacy 

A n ew  MTD t hat  m anag es t h e r isk  of  you r 
m ob iles w it h ou t  invad in g  you r users' p r ivacy.

BYOD (personal devices)

You need product ivity, to allow  your em ployees to use 
personal m ob ile devices for w ork, bu t  you also need to p rotect  
the con f iden t ial and  personal data stored  on  and accessed by 
those devices. The security p rog ram  needs to be sustainab le 
and  every sing le device needs to be accounted  for so you can 
be sure there are no w eaknesses, and  to rem ain  com plian t  
w ith  your ow n policies and  data security regu lat ions.

COPE and COBO (company owned devices)

A com m on answ er to the m ob ile security p rob lem  is for 
com pan ies to purchase hardw are for em ployees and install 
policy m anagem ent  and  security softw are on  the device. But  
inevitab ly these devices are used for a m ix of personal and  
business, and  em ployees f requent ly ob ject  to invasive device 
m anagem ent . In  response to th is, t hey tu rn  to their ow n 
devices and  you 're faced  w ith  a t ri-fold  issue of huge hardw are 
costs, unpred ictab le b ills, and  st ill m ore holes in  your security. 
Locking  dow n your devices w ith  MDM to "business on ly" use 
can reduce your m ob ile at tack surface, bu t  it  doesn 't  address 
risks such  as ph ish ing  and netw ork th reats.

MOBILE SECURITY FOR YOUR STRATEGY
MDM vs MTD

Quite sim p ly, MDM has been around 
longer, bu t  it  doesn 't  p rovide detect ion  
and  rem ed iat ion  of th reats. Em ployees 
often  ob ject  to in t rusive MDM policies, 

m aking  fu ll adopt ion  d iff icu lt . 

Trustd  MTD offers fu ll p rotect ion  and  
em p loyee p rivacy bu il t  in

For fu ll device coverage w here p rivacy 
and  com plexity is a concern , you can 

use Trustd  w ith  your MDM for 
corporate-m anaged devices, and  MTD 
on ly on  BYOD. Your business rem ains 

p rotected  against  m ob ile th reats 
w ithout  im pact ing  em ployee privacy. 
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