
Mastering  Mob ile 
Security in  Educat ion

Securing devices while respecting student and em ployee privacy

The educat ion  sector faces a un ique and d iff icu lt  security 
challenge. Un iversit ies and  colleges need to operate and  defend 
en terprise-scale netw orks against  soph ist icated  cyberat tacks 
like ransom w are, Trojans and  ph ish ing .

They need to do th is w ith  lean  budgets, in  a clim ate of 
t igh ten ing  regu lat ion , w h ile onboard ing  and securing  huge 
num bers of new  users each year.

The days of on ly having  to w orry about  issu ing  and securing  
standard ised  devices are gone. Educat ional estab lishm ents 
m ust  f ind  w ays to p rotect  data, detect  th reats and  m anage 
security policies on  the operat ing  system s and devices their 
users ow n, as w ell as the ones they're g iven .

Security

Working  together, t he Trustd  
app  and console p rovide a 
soph ist icated , low  cost  MTD 
solu t ion  that  can  detect  and  
analyse th reats to your 
netw ork, p revent  data 
b reaches and ensure 
com pliance. The app protects 
iOS f rom  ph ish ing  at tacks, 
com prom ised WiFi and  device 
vu lnerab ilit ies, w h ile the 
Android  app  also detects app  
perm ission  abuse.  

Privacy

Trustd  MTD is w ell su ited  to 
both  p rivacy-conscious 
students and  organ isat ions 
concerned about  GDPR 
com pliance. Un like som e  
solu t ions, the Trustd  app  
doesn 't  share any personal 
in form at ion  about  app  users, 
their b row sing  behaviour, or 
their devices w ith  the Trustd  
console, other than  the em ail 
address used to connect  the 
tw o. 

Safety

The f ree Trustd  app  is 
designed to safeguard  m ob ile 
device users by detect ing  
novel m ob ile th reats like 
stalkerw are. By m on itoring  
unauthorised  access to 
screens, address books, 
cam eras, m icrophones and 
m ore, the Trustd  app  can g ive 
students the tools they need to 
keep them selves safe as they 
learn  and  start  to invest igate 
the w orld .

The challenge for further educat ion 

34% of educators say 
that  data loss is one 
of the b iggest  areas 
of concern  for their 
school?s IT security 

YouGov, Geekileaks
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Security, p rivacy and safeguard ing  w ith  Trustd

W hat  does Trustd  MTD protect  against?

App  t h reat s 

- Malware apps
- Know n and unknow n threats
- Screen record ing
- Leaky apps
- Cam era/Microphone access
- App perm ission abuse

Netw ork  t h reat s

Device t h reat s

- Man-in -the-Midd le at tacks
- Ph ish ing
- Malicious scrip ts
- Malicious proxies
- Unsecured WiFi
- Weak WiFi security

- OS exp loits
- Vu lnerab le conf igurat ion

Visib ilit y. Securit y. Privacy. 

On-device security

Adm in ist rat ive dashboard

Business-ow ned  devices
(used  by staff and  students). 

St aff-ow ned  devices
(Staff accessing  p rivate data on  
school system s)

St uden t -ow ned  devices
(Not  accessing  p rivate data on  
school system s)

Device ow nersh ip

Our Mob ile Th reat  Defen ce solu t ion , Trustd , can  
operate as standalone softw are, or in teg rate w ith  
an  exist ing  EMM like Microsoft  In tune to allow  
cond it ional access to sensit ive data based on  the 
risk status of the device and  ensure fu ll adopt ion  
w ith  zero-touch dep loym ent .

In  either case, the security status of your en t ire 
organ isat ion 's m ob ile devices is p resented  at  a 
g lance, w h ile m ain tain ing  your em ployees' p rivacy.

Managem ent  st at us

No need to enrol in  Trustd  MTD, but  recom m end 
students dow nload the f ree Trustd  app  to 
p rotect  their devices f rom  ph ish ing , m alw are, 
stalkerw are, spyw are and rogue WiFi.

- See w hich  devices are enrolled  and protected
- Set  up  Zero-Trust  access policies
- High-level view  ensures user p rivacy
- Ident ify th reats  and rem ediate st raigh t  away
- One-touch enrolm ent  for devices in  MDM

t racedSet up a  free tria l today. Find out m ore a t traced.app/trustd-m td
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