
Mobile Threat  Defence for 
Accoun t ing  Firm s

VALUABLE TARGETS FOR ATTACKERS

Accoun t in g  f irm s are a g at ew ay t o vast  am oun t s of  sensit ive 
dat a, m ak in g  you r st af f  a h ig h ly at t ract ive t arg et  t o at t ackers.   

In  fact , Pw C est im ates that  f inancial inst it u t ions are over 30% 
m ore likely to be targeted  than other businesses, and  sm aller 
f irm s are seen as a soft  t arget . Due to the volum e of f inancial data 
you p rocess and store, your com pany needs to take ext ra 
m easures to secure devices that  access that  data. 

But  balancing  security w ith  p roduct ivity is no easy task, 
part icu larly w hen em ployees also dem and their ow n privacy. It 's 
vital t hat  you ensure regu latory com pliance, and  can 
dem onst rate appropriate security m easures w hen it  com es to 
safeguard ing  personal and  f inancial in form at ion  on  all devices.

VISIBILITY OF 
DEVICES

Secure con f iden t ial in form at ion  accessed 
f rom  em ployees' phones and tab lets. 

?With  Trustd  MTD on all 
of our devices, w e know  
exact ly w ho is p rotected  
and w ho isn?t  p rotected ,  
and , m ore im portan t ly, 
w here the th reats are 
com ing  f rom .?

Mat t hew  Bon f ield
Execu t ive Chairm an, 
Huntsw ood

45% of organiza tions have reported m obile-rela ted 
breaches - tha t is tw ice as m any as in 2021.1

t rustd  m td



Ph ish in g  at t ack s

Reports of sm ish ing  in  the UK g rew  nearly 700% in  the f irst  six m onths 
of 2021 com pared  to the second half of 20202. Accountan ts are 
part icu larly at  risk f rom  ph ish ing  because a successfu l at tack can  be so 
f inancially lucrat ive. From  invoice f raud  and purchase scam s, to fake 
Linked in  job  offers and   parcel delivery SMS scam s - your em ployees 
are under constan t  at tack f rom  ph ish ing  at tacks via all devices. The 
aim  of ph ish ing  is varied , and  includes dow nload ing  m alw are, part ing  
w ith  credent ials, t ransferring  funds, or d ivu lg ing  personal in form at ion  
that  can  assist  in  social eng ineering  at tacks on  other staff. 

Hybrid  w ork in g

86% of UK cybersecurity p rofessionals said  at tacks increased due to 
em ployees w orking  rem otely.3 Connect ing  to pub lic W iFi  exposes 
devices to Man-in -the-Midd le at tacks that  harvest  t raff ic to and  f rom  
the devices. It  leads to an  increase use of personal devices that  m ay not  
have the latest  security patches or harbour m alw are.

Supp ly chain  com prom ise

With  our g row ing  d ig ital in terconnect ivity it  opens up  your 
organ isat ion  to m alw are and  data b reaches that  orig inate f rom  outside 
of your com pany. Clien ts, supp liers and  th ird -party softw are can  
inadverten t ly com prom ise your data, in t roduce m alw are in to your 
system s and leave you exposed to ransom w are, reputat ional dam age, 
and  regu latory f ines. 

A client's system  was hacked and a  fake em ail requesting a  paym ent 
was sent to their accounting f irm . The accountant com plied as the 
request wasn't unusua l, but the client held the accounting f irm  
responsible. 

THE TOP 3 MOBILE THREATS TO ACCOUNTING FIRMS

Fu ll, f r ict ion less 
em p loyee adop t ion

You can 't  p rotect  all 
devices if you don 't  know  

about  them , so how  do you 
balance the risk of 

personal devices accessing  
sensit ive data w ith  both  

em ployee privacy and  the 
need for p roduct ivity? 

Prot ect  every device 
f rom  evolvin g  t h reat s

 You 're part icu larly at  risk 
f rom  ph ish ing  and 

ransom w are. Every device 
needs to be p rotected , 
includ ing  any personal 

phones and tab lets that  
can  access com pany- 

stored  PII.

 Com p ly w it h  
reg u lat ory st an dards

 You need to 
dem onst rate 

appropriate security 
m easures across your 

organ isat ion , p rotect ing  
every device.

YOUR CHALLENGES

95% of losses f rom  cybera ttacks result f rom  hum an error, w ith each 
successful cybera ttack on SMEs resulting in an average loss of £35,000.
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W HY TRUSTD MTD?

St an dalon e or layer on  MDM

Take your f irst  m ob ile security step, or p lug  
the gaps in  your exist ing  EMM/MDM solu t ion  
w ith  th reat  detect ion  and  rem ed iat ion . 

On e-t ouch  en rolm en t

Full dep loym ent  and  p rotect ion  w ith  
one-touch on  iOS and zero-touch on  Android  
m akes it  sim p le to get  all devices set  up.

BYOD-f r ien d ly

Keep em ployee act ivity p rivate, lead ing  to 
h igher adopt ion , happy em ployees, and  a 
sign if ican t ly low er risk of a data b reach. 

Zero Trust  access t o dat a

Trustd  can  rest rict  access to your com pany's 
data f rom  unt rusted  m ob ile devices, w hether 
they're m anaged by MDM/MAM or unm anaged. 

Your du t y of  con f iden t ialit y 

Trustd  MTD supports your Cyber Essent ials 
app licat ion , and  com pliance w ith  PCI-DSS 
and GDPR, and  ACCA and ICAEW  gu idance.

Mixed  m ob ilit y environm en t

Save m oney on  d ist ribu t ing  corporate 
devices to all em p loyees by adopt ing  a BYOD 
policy, or easily m anage a m ix of both . 

W HAT THREATS DOES TRUSTD GUARD AGAINST?
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